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EVOLUTION, 
A LITTLE HISTORY

Access control cards have evolved through several generations, with each generation 
bringing new functionality and improved security.

The first generation of access control 
credentials is often referred to as ‘Prox’. Prox 
cards provide a simple ID that can be read 
by a contactless low frequency (125KHz) 
reader. The ID is static and can be read in 
the clear. Thus the cards are easy to copy or 

forge. These cards cannot be encoded with 
multiple IDs or other data attributes. Despite 
their significant limitations, prox cards remain 
widely deployed due to lack of awareness 
regarding the risks and inertia arising from 
the cost of infrastructure upgrades. 

Second generation credentials such as 
standard iCLASS® and MIFARE® Classic 
are high frequency cards (13.56MHz) that 
address the two main limitations of prox 
cards. Firstly the ID is protected by a 
mutual authentication process that requires 
the card to trust the reader and vice versa. 
This prevents the card from being copied 
or forged, provided that the cryptographic 

keys on which this trust is based remain 
uncompromised. Secondly these ‘smart’ 
cards support read/write functional, 
enabling additional data to be written to 
the card. Second generation credentials 
are constructed from an Application 
Specific Integrated Circuit (ASIC). The 
ASIC has a unique ID which is leveraged as 
the trust anchor for these credentials.  

This limitation is addressed with 3rd 
generation credentials such as the 
iCLASS® SE card. The user identity on 
an iCLASS® SE card is encapsulated in 
a data packet known as a Secure Identity 
Object (SIO). In line with best practice 
security models, this data packet is 

encrypted and signed, thereby providing 
an additional layer of trust and protection 
that is independent of the underlying 
card technology. SIO technology enables 
multiple application identities to be 
encoded to the card at manufacturing or 
post-issuance.  

However, in practice the implementation 
remains tethered to specific micro- 
processor chips and RFID based 
communication protocols. This is 
because the mechanisms used to store 

The iCLASS® Seos® card is a fourth 
generation credential that addresses 
the needs of these forward looking 
organizations. Seos adds a software 
layer executing on top of the underlying 
hardware chip that provides a secure 
vault for the storage and use of multiple 

Secure Identities, defined as SIOs 
or other formats. This architecture 
provides a unique set of capabilities and 
benefits that make the card the most 
powerful credential on the market today, 
at a price point comparable to 3rd 
generation credentials.

and read the SIO are hardwired into the 
underlying micro- processor chip. This 
hardware dependency represents a key 
limiting factor in today’s secure identity 
ecosystems.



For the purpose of access control, a credential can be considered to be a physical 
device that is presented by a user for the purpose of proving a claimed identity. 
As credentialing technology evolves it becomes increasingly important to draw 
a distinction between the physical credential, such as a plastic card with an 
embedded RFID chip, and the digital credential, which is the ID data loaded onto 
that chip. 

It is the digital credential that provides the proof of ID. The purpose of the physical 
credential is simply to carry that digital credential and protect it from being copied 
or manipulated.  

SEOS® is a cryptographic container generated so that is linked to the hardware 
where it resides, while it is independent.

The SEOS® vault provides a consistent model for storing and using digital 
credentials, regardless of the underlying form factor and communication protocol. 
SEOS® uses the cryptographic capabilities of the underlying micro-processor 
chip to ensure that digital credentials are protected when stored within the vault. 
Likewise it establishes a secure channel with the reader that is layered on top of 
the underlying transport protocol. This means that credentials can be securely read 
from the vault over lightweight protocols such as Bluetooth® Smart.

WHAT IS SEOS™? HOW IT WORKS?

While the implementation of the SEOS® vault may vary, depending on the 
underlying processor chip, in all cases the vault presents a consistent edge. Hence 
the process of reading a digital credential is identical, regardless of whether the 
vault is instantiated on a card, a phone or a wearable.

Figure shows a graphical representation of the SEOS® vault, instantiated on a 
physical credential. The vault can be thought of as being compartmentalized into 
multiple containers.

Each container is referred to as an ADF (Application Dedicated File). Each ADF has 
a unique OID and is used to store a digital credential, (such as but not limited to an 
SIO®). The vault construct does not constrain the format of that credential.

Each ADF is protected by a distinct access key. The reader must know the access 
key for the desired ADF in order to read the digital credential from that ADF.

This segregation ensures that the reader only gets visibility to the ADFs that it is 
authorized to read from. It is an integral part of the privacy model of the SEOS® 
vault that the reader is not even aware of the existence, let alone the contents, of 
ADFs that it is not authorized to access.

Figure represents the Seos vault with three ADFs. In practice the number of ADFs 
is limited only by the available memory space on the underlying processor chip. 
SEOS® enables ADFs within the vault to be created and destroyed as needed 
even after the credential has been issued in the field.



The demand for mobile access solutions continues to grow, driven by a variety 
of factors including user convenience, the immediacy of provisioning & de- 
provisioning and the more intangible ‘coolness-factor’.

The access control market will continue to rely primarily on cards and key fobs 
for many years. A lot of organizations require their employees to carry badges 
bearing card holder’s photo. Security policies can be simpler to apply if the 
credential is a physical device, such as a card, issued by the organization. 
Nonetheless secure mobile access credentials provisioned to NFC/Bluetooth 
devices (smart phone, tablets, and handhelds) can complement access cards. 
Organizations are planning ahead to support both types of credentials for 

DO I USE MY CARD...  

An update is defined by the installation of a new SEOS® application, so we 
can add some completely new features, while we modify SEOS® applications 
that already exist. 

For Example: 

Renew the travel pass.
Increase the balance for payment transactions.
Extend the period of validity of a credential stored for 
access control.
Managed points of loyalty cards (which reside 
virtualized on the phone).

The options are endless when the credential resides on the phone, considering 
that everything can be done in real time, without the need to go to an upgrade 
point, as a kiosk on the subway..

UpgradabilityFourth generation cards

access control and beginning to run pilots and POCs to better understand how 
they can gain benefits from these emerging technologies. The best approach 
is to use a standards- based card technology that is portable onto those 
emerging smart devices, and to enable multiple types of physical credentials 
to co- exist within an integrated access control solution.

The media independent nature of the Seos vault enables it to reside on a wide 
variety of mobile devices and present a consistent interface (or edge) to the 
reader, regardless of whether it is communicating over Bluetooth or NFC.

...OR BETTER MY PHONE?



The fourth generation iCLASS® SEOS® credential take care of the needs 
of the organizations with a future view. SEOS® adds a cryptographic layer 
with a standard interface, providing a safe encapsulation for the encrypted 
data containers and identities stored, that is, SIO™ (Secure Identity Object). 

This multilayer architecture made this credential the most powerful on the 
market nowadays, being the only inviolable, able to exist and work equally 
on a RFID plastic or a phone. 

Currently, the organizations are looking for the possibility of manage the 
identities of its users independently of the underlying hardware. These 
organizations want to be able to create and manage safe identities, not only 
on the cards, but also on the mobile phones, tablets and other credential 
formats connected by NFC, Bluetooth® and other communication protocols. 

MOBILE ACCESS

Form the point of view of the safety, they realize that any technology is, as a 
last resort, unbreakable, and the best security in practice is the adaptability 
and the possibility to progress to face up to new threats. They also understand 
the significant benefits in terms of cost savings, security and ease of use that 
come from a strategy of converged identity management / credential.

First impressions last, and the solution may be easily dismissed if it does not 
meet expectations. The experience of opening doors with mobile devices 
must be streamlined, intuitive and convenient; the user should not be required 
to perform too many steps. An interesting value proposition of mobile access 
is the possibility of sending and revoking mobile identities in almost real time, 
and for maximum benefit, the mobile identity platform must be designed 
for administrator convenience and efficiency. Mobile access presents the 
opportunity to dramatically alter how we open doors and interact with our 
environment, and when implemented correctly, the future of access control 
will come knocking.



OTHER USE ENVIROMENTS

As mentioned before, the options are endless when the credential resides on a 
phone, considering that everything can be done in real time, without the need 
to go to an upgrade point. 

Mobile phones get lost infrequently compared with the cards, as they are 
constantly on hand (these devices has become the most valuable technology 
we carry). By using mobile phones, what we propose it’s take a step forward, 
joining the security and comfort.

And even in case of loss or theft, you may revoke or delete the stored credential 
remotely:

TRANSPORTS

An environment in which the use of this technology will be explosive is the 
transport sector, both public and more specific use.

Thus, facing the public transport, the ability to control transports cards is 
complete, remotely and centralized in real time  

Regarding other types of transports, such as rail, the possibility that a user 
impersonate another is eliminated, as may happen in the case of getting on an 
AVE. We know that currently a pattern of QR codes or barcodes for access is 
used, it is clear that there are problems of duplication that have to be resolved 
by the access management staff. The SEOS® credential is only linked with the 
phone carrier. That problem is gone forever.

In relation to the air transport, having identified the bearer automatically, the 
management of the boarding gate gains speed exponentially. Airlines know 
very well what that means: punctuality and save staff costs.

SEOS® can’t be clone and, once that is generating on the phone, it’s also 
non-transferrable. Because of this, it’s 100% eliminated the possibility of fraud 
in the use of the service, in the case of public transport, and in the use by a 
non-authorized person, in the case, for example, air transport.

Surely someone, reading these lines, has already thought about how easy 
would be cross the tolls only showing the phone (in out tests, for a distance of 
8 meters from the reader!).



HOTELS

Wouldn’t it be easier have you card access to the room at the time of booking, 
sitting quietly in you home or office, rather having to wait in the reception?

Needless to say, the consequences for the hotel in cost savings thanks to this 
kind of self-management, where the user receives a personalized treatment 
from the first moment when he books.

The hotel chains that are already implementing the Mobile Access for their VIP 
customers are becoming a global example.

It’s easy to image what this technology can generate in the hotel environment, 
the benefits and synergies are greater the more globalized is the hotel chain.

BIG SPORT EVENTS

We already said that SEOS® can’t be clone and, once that is generating on the 
phone, it’s also non-transferrable.

How many millions of euros the big football clubs lose per season, simply, 
for the transfer between friends the same pass? EMACS doesn’t know the 
number, but clubs do. This is the first time in history that problem set out with 
an effective, reliable and comfortable solution for the users, with a risible cost.

Regarding ticket sales, the decision to replace the paper in virtual credential is 
not in our hands, but we can see that the resale business would end and we 
all know or intuit what, unfortunately, drag that “scene”.

EMACS and HID put their knowledge and technology resources available to 
clubs, the League and the Federation to make this a reality (for a club locally 
or nationally) in just 3 months since take the decision to do it.

WHAT'S UP? 

WHY NOT?



HID® recent developments in relation to compatible hardware with Mobile 
Access™ technology are enabling new business from the use of this 
technology NFC and BLE. One of these fields opens in the automotive sector.

With the MINI module (OEM integration) you have the ability to embark readers 
with Mobile Access™ technology in any vehicle, giving rise to the reinvention 
of many types of business and endless possibilities for manufacturers.

AUTOMOTIVE SECTOR

The first thing the end user can do is open the vehicle with his phone. But why 
stop there? With HID® Mobile Access™ is also possible start the car. 

Having virtualized the key in our phones, is not only more convenient for users 
(great! one less thing to carry in your pocket!) but it will prevent vehicles are 
stolen by duplication of those keys, being that an impossible task.



Ourselves, EMACS, as people, are tired of having to carry the loyalty card, 
like IKEA FAMILY, TRAVEL CLUB, THE ENGLISH COURT, SOLRED, CEPSA, 
TEMPO (RENFE) ...

If we want to benefit of the promotions of any establishment, we have to find 
which card we need, among all the cards we have… and sometimes it’s for 
nothing, because the card is already outdated and it’s not worth. 

Surely one of those who read these lines is the marketing manager of one of 
these organizations, just find the solution to many problems caused by the 
lack of attention of customers to these types of promotions.

Of course, someone will think of the possibility of, for example, apply 
combinations like: “If you take the CEPSA card, and shopping at IKEA (showing 
your FAMILY card), you have a 3% discount on purchases more than 300€ “.

When the user has virtualized all these credentials, we repeat, are non-
transferable and can not be clone (unless a husband leave the phone to his 
wife!), we don’t stop having ideas that would revolutionize the market of loyalty 
systems.

LOYALTY SYSTEMS
Nothing in mywallet...just my phone!



EIn private places it is where HID® Mobile Access™, today deploys its full 
potential immediately.

In small private places, as communities of owners, the main problem that exists 
is the theft. Robberies often occur in the parking lots of communities because 
it’s possible to clone the opening controls of the doors. We’ve seen communities 
where, in summer, it’s common, unfortunately, that bikes are stolen or even a 
car. It’s not typically used more complicated access methods to clone, as a 2nd 
or 3rd generation card, because its range round scope only 5 or 10 centimetres, 
which makes it uncomfortable to use on these types of facilities.

But now, with HID® Mobile Access™, we finally have everything covered:

Wide range of reach.
Non-transferable and non-clonable credentials, on 
driver phone.

This will eliminate the market of the parking key access… unfortunately for 
hardware dealers.

PRIVATE PLACES

In corporate enclosures, HID® Mobile Access ™ is a revolution. Through 
the virtual credential, not just the corporate enclosures are using the highest 
technology, but also the safest, thanks to its properties to be impossible 
replicated, cloned or transferred. Even the possibility that the mobile of corporate 
employee can be stolen is a weakness for the system, because you can do a 
remote revocation.

The company or corporate site, if you choose (optional) be issuer, that is, have 
direct access to the SIS (Secure Identity Service) portal to emit credentials, 
acquires automatically capabilities of the card manufacturer, although of course, 
can delegate that responsibility in EMACS.

With Mobile Access brings together all the services of the current cards on 
mobile: access control persons, vehicle access (thanks to long-range Twist and 
Go), redundancy of safety (thanks to the revocation OTA), access services to 
IT resources, payment services, etc ... all with a credential that is dynamically 
updatable, allowing maintain current level of cryptographic security, making 
non-clonable and non-transferable.

Of course, the SEOS™ physical card can be used in conjunction with HID® 
Mobile Access™ for a corporation that doesn’t have a visual identification that 
gives a corporate card.



In order to access control, a credential can be considered as a physical device 
that is presented to the system by a user, for the purpose of proving a claimed 
identity. As credentials technology evolves increasingly, it’s important to 
distinguish between physical credential, such as a plastic card with an RFID 
chip, and digital credential, which are identification data loaded into the chip.

This is the digital credential that provides proof of identification. The purpose 
of physical credential is simply to bring that digital credential and protect it 
from being copied or manipulate.

By having a secure digital credential, intuitive to use and comfortable, we 
can begin to forget about so many passwords, which are nothing more than 
a weakness, since most users often use the same for all, making them the 
keys to the kingdom. So if someone discovers that key, the user can lose 
EVERYTHING.

We can enable access to IT resources automatically with the SEOS® 
credential. Being able to have many separate containers and individualized 
data, which means we can have thousands of different passwords stored 
safely. SEOS®, automatically, handles link the correct password with the 
corresponding service.

ACCESS TO IT RESOURCES

Contraseñas

In order to access control, a credential can be considered as a physical device 
that is presented to the system by a user, for the purpose of proving a claimed 
identity. As credentials technology evolves increasingly, it’s important to 
distinguish between physical credential, such as a plastic card with an RFID 
chip, and digital credential, which are identification data loaded into the chip.

This is the digital credential that provides proof of identification. The purpose 
of physical credential is simply to bring that digital credential and protect it 
from being copied or manipulate.

By having a secure digital credential, intuitive to use and comfortable, we can 
begin to forget about so many passwords, which are nothing more than a 
weakness, since most users often use the same for all, making them the keys 
to the kingdom. So if someone discovers that key, the user can lose everything.

We can enable access to IT resources automatically with the SEOS® 
credential. Being able to have many separate containers and individualized 
data, which means we can have thousands of different passwords stored 
safely. SEOS®, automatically, handles link the correct password with the 
corresponding service.

CAN I PAY 
WITH MY PHONE?



Payments with cash cards, micropayments, are those who don’t need access 
to financial networks to be made, since the money (or credit) is stored on the 
card itself.

Such solutions are very common for a long time, as vending companies 
knows. They suffer the same problems, but the most important of all is fraud. In 
EMACS we have developed very detailed documentation for these customers 
how they can violate the security of these cards, and to be able to clone or 
manipulate, producing a significant impairment of assets.

With SEOS® we solve two situations all at once:

The customer will no longer take several money 
cards, since the phone can store everything, and 
automatically identify what cash card used in each 
case, depending on where the vending machine is, 
which company it is, etc ...

The fraud will no longer be possible in any way. This 
problem, with SEOS® disappears.

CAN I PAY
WITH MY PHONE?

Payments Pursez



CAN I GO 

SHOPPING WITH MY

MOBILE PHONE?

Banks have finally seen the exit, and are already at work. Platforms for means 
of payment in Spain are the most advanced in the world, and that allows us in 
our country be the first to apply this new standard access to financial networks.

Some of our business partners are already incorporating the SEOS® reading 
to their terminals and TPVs, and seeing with REDSÝS (common financial 
platform for transaction management of our banks) the implications and 
approvals necessary for an SIO™ object, through a SEOS® encapsulated, it 
is certified for payment EMV.

The ultimate goal is simple: 

The client will have all their credit cards and debit 
cards in their mobile, with multilayer cryptography 
(exponentially more secure than our current chip cards).

The mobile offers the possibility to pay with one of these 
cards by default, or let the user choose which of them 
pay.

The phone can be configured to enter a PIN on its own 
screen, for a double authentication, or use biometric 

fingerprint or facial recognition added to form a triple 
authentication.

In case of loss or theft, the revocation of these 
credentials is automatic, as mentioned before, adding a 
greater margin of safety for the bank and the customer.

These credentials are neither clonable or export. The 
fraud that currently occurs will disappear completely.

these credentials are upgradeable, so when a user 
expires the period of validity of their credit card, 
don’t need to wait to receive a new, but it is renewed 
automatically on your own phone, using a centralized 
control and real-time bank itself.

CAN I PAY
WITH MY MOBILE PHONE?

ACCESS TO FINANCIAL NETWORKS: EMV PAYMENTS

The advantages are endless.



Many (pharmaceutical industry, mainly) this possibility may bother them, but 
facing the State Budget, and indirectly, to the amount of taxes we pay as 
citizens, the sale of subsidized medicines could be controlled completely.

One of our business partners, DEXTROMÉDICA™, has implemented HID® 
technologies of access control in their closets dispensing medicines. Thus, it 
has a precise control of:

Who receives a medicine, along with the date and the 
time when it has obtained from the vending machine. 
You have a control that is accredited for access to 
medicines.

Access control to medicines can be selective. 
That is, not any accredited person can access any 
medicaments.

The operation, recording inventory and control is 
automatic and centralized.

With this efficiency is achieved in the use of medicines (which are not 
produced more than will be needed by prescription) and efficacy (as it is not 
possible for a person, patient or medical personnel, unauthorized access to 
them).

If you add the possibility that the virtual credential patient or medical 
personnel are issued in a controlled and centralized control performed by the 

DISTRIBUTION 
OF MEDICATION

dispenser cabinet, it’s possible that the current lax control, which in part is 
putting our health system on the ropes, economically speaking, is controlled 
automatically.

The SEOS® credential has internally marked 
information of the medicines, the doctor has 
prescribed, the allocated amount (prescribed), and 
the validity period in which they can access it.

Keeping in mind a pensioner, patient or health workers... they have phones. 
The stored virtual credential (we repeat, non-clonable and non-transferable) 
takes the self-management of what is now the recipe on paper (which as we 
know is falsifiable, reuse, and does not allow an unequivocal control that the 
wearer is the patient with the real need).

We know that not all of our seniors have iPhone or 
Android phone, for example. This is very useful to 
know that SEOS® credential also exists as a plastic 
card, with the same capabilities as the phone, except 
for automatic updates, for which the user would have 
to go to a point update. It’s easy to guess that could 
be our next social Security card.

Fraudulent use of our health system could drastically limit on this front by 
using SEOS®. Now, for the first time, it just depends on a political decision.



All SEOS® technology has evolved in recent months to the point of having some 
development tools (SDKs and APIs) available to approved companies.

These tools allow the adaptation of Apps that already exists of any company 
to incorporate the Mobile Access™ technology easily and quickly, with low 
development cost.

They are available for both Android™ and iOS™ Apple® systems.

INTEGRATION 
ON CUSTOM APPS

Soon we will begin to see in the market how they have adapted the Apps to 
superstores, supermarkets, networks of service stations, wholesale and retail, 
parking for private use and public use, fleet management vehicle rental, access 
to sporting events, concerts, events of all kinds, hotels, etc ... and all with a 
degree of penetration of more than 92% of the currently operating on the market 
smartphones.

Of course, these tools let you create applications from scratch. We will see new 
types of businesses that anyone can think on the fly now do not even exist!

What are we waiting for?
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